Register a new application for the Splunk Add-On

These steps are needed to authenticate with the Microsoft Graph Security API.
Follow these steps to register a new application:
Sign in to the Azure Portal . Note: this stage does not require an AAD tenant admin.
Select Azure Active Directory (1).
Select App registrations (2).
Select New registration (3).
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5. In the new registration form that opens, enter an application name (4).
6. Select Register (5).
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7. Next, you'll see the overview page and your app ID (7), and Directory (tenant) ID (8).
Copy and save these fields. You will need them later to complete the configuration

process.

8. Click on View API Permissions (9) to display the Graph permissions screen.
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9. Inthe API Permission screen, click on the Add a permission button (11) and
select Microsoft Graph (12).
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10. Next, select Application permissions (13) in the Request API permission pane that
opens.
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11. Under Request API permissions, select SecurityEvents.Read.All (14). Then click Add

12. [This step needs to be completed by the Azure Active Directory tenant admin] Login to

the Azure Portal as the Azure Active Directory Tenant Administrator for your organization
and navigate to App registration/API permissions screen. Click on Grant admin consent
for 'the AAD tenant' (16).
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13. Under Certificates & secrets (17), choose New client secret (18). A new secret will be
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displayed in the Value column. Copy this password — this is the only time you'll be able
to. You will need it later to complete the configuration process.
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Credentials enable to identify to the
higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Upload certificate

No certificates have been added for this application.

THUMBPRINT START DATE EXPIRES

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@

DESCRIPTION EXPIRES VALUE

No dlient secrets have been created for this application.

1 service when receiving tokens at a web addressable location (using an HTTPS scheme). For a



